Prepared by Minh Nguyen — M365 Consultant
Phone / Zalo: 0983 003533

H+

CAM NANG TOAN DIEN: MICROSOFT
ENTRA PRIVATE ACCESS (ZTNA) - TU
KIEN TRUC PEN THUC CHIEN

PHAN 1: TONG QUAN & TRIET LY KIEN TRUC BAO
MAT HIEN PAI

1. Sw lui tan ciia VPN truyén thong va Sw tréi diy ciia ZTNA

Trong nhiéu thap ky, VPN (Client-to-Site) 12 xwong sdng cua truy cép tir xa. Tuy nhién, VPN ¢
mot diém yéu chi mang: N6 cip quyén truy cap ¢ cdp d6 Mang (Network-level). Khi mot thiét bi
vuot qua céng VPN, n6 dugc didt vao bén trong mang LAN, co thé ping va ra quét toan bo hé
thong. Pay 1a con duong lay lan ua thich ctia Ransomware.

Microsoft Entra Private Access 13 giai phap Zero Trust Network Access (ZTNA) ra doi dé thay
thé VPN. Triét Iy ciia n6 1a Micro-segmentation (Vi phan doan): Khong cip quyén truy cép
vao mang ludi, chi cip quyén truy cap vao dich danh mot Ung dung (App-level access). Nguoi
duing chi nhin thay nhirng gi ho duoc phép thdy, moi ha ting ¢t 161 khac déu bi an gidu.

2. Kién tric cot 16i: Hoat dong nhw thé nao?

Kién tric cta Entra Private Access 1a mo hinh Cloud-routed (Pinh tuyén qua dam maiy) két
hop voi Identity-Centric (LAy danh tinh 1am trung tim):

e Khéng cin mé Port: Khong cin NAT hay mé bat ky Inbound Port nao trén Firewall
doanh nghiép. Moi két ndi déu 1a Outbound tir mot may 4o nho goi la Connector dit tai
On-premise két ndi 1én Microsoft Entra.

e GSA Client & WFP Filter: Trén may tinh nguoi ding cai phan mém Global Secure
Access (GSA) Client. N6 sir dung mang loc Windows Filtering Platform (WFP) can thi¢p
sdu vao nhan hé diéu hanh dé phan ludng giao thong.



e Co ché Synthetic IP va NRPT: Khi nguoi ding truy cdp mot tén mién ndi bo (FQDN),
GSA Client str dung bang Name Resolution Policy Table (NRPT) dé danh chin yéu cau
DNS cuc bd. Thay vi tra vé IP that ciia Server ndi bo, n6 tra vé mot Synthetic IP (IP ao,
thwong 1a dai 6.6.x.x). May Client s& giri dit liéu vao céi IP 40 nay, GSA tom lay, boc
vao Tunnel (dudng ham) va gui 1én Cloud, sau d6 Cloud day vé Connector dé giai ma va
day vao Server tht.

3. Nghich Iy ZTNA: "Ping mu nhung App van chay"

Mot trong nhitng ¢t sdc 10n nhét véi cac IT Admin 1a: Tai sao Ping FQDN thi bdo Request
timed out nhung md Web hoic File Share thi van chay am am?

e VPN hoat dong & Layer 3 (Network): Thong 1a thong tat ca, bao gdm giao thirc ICMP
(Ping).

e ZTNA hoat dong & Layer 4-7 (Transport & Application): GSA Client chi ma hoa va
chuyén tiép TCP/UDP. Lénh Ping ding ICMP khéng c6 Port, GSA Client s& thang tay
loai bo (Drop) ngay tai may Client.

e Gia tri bao mat: Ngin chan tuyét ddi cac k¥ thuat do quét mang ndi bd (Network
Scanning). Hacker khong thé dung cong cu dé quét tim Server. Pé test mang trong
ZTNA, phai dung PowerShell test TCP Port (vi du: Test-NetConnection -Port 80)
hodc truy cap thing giao thirc do.

PHAN 2: LQO TRINH TRIEN KHAI VA QUY HOACH
CAU HINH

1. Giai doan 1: Quick Access (Lift and Shift)

Quick Access la ung dung mac dinh gitip doanh nghi¢p bé nguyén xi md hinh VPN cii 1én
Cloud. Ban khai bao mdt dai mang 16n (vi du: 192.168.11.0/24).

e Ut diém: Nhanh, d& c4u hinh, gom toan bd Traffic vao dé theo doi (Discovery) xem
nguoi dung dang thuc sy truy cap vao nhiitng Server nao.

e Nhuoc diém: Tiém an rii ro vé vong lap dinh tuyén (Routing Loop) néu khong thiét ké
k¥, di nguoc lai triét Iy Zero Trust.



2. Giai doan 2: Micro-segmentation qua Enterprise Applications (Best
Practice)

Sau mot thoi gian dung Quick Access, Best Practice 1a x6a bo né va chuyén sang cip quyén theo
tung Enterprise App doc lap.

e Tao tirng App riéng 1¢ (Vi du: Ketoan-FileServer, HR-WebApp).

e Khai béo dich danh IP tinh (/32) hodc FQDN cua dung Server do.

e Gan quyén (Assign) cho dung nhom User can thiét.

o Két qua: Bao mat tuyét dbi. Néu dinh ma doc, né chi bi gidi han ¢ dung Port va IP cua
App d6, khong thé 1ay lan sang cac Server ha ting (DNS/AD) khac.

3. Sttrc manh cuia Private DNS

Khong bao gio dung IP dé truy cép, hiy ép ngudi dung st dung FQDN (Tén mién). Viéc khai
bao Private DNS (Vi du: *.internal.company.com) trén Entra Portal sé giup GSA Client tu
dong cdy luat NRPT xudng may khach, dam bao trai nghiém ngudi dung lién mach bat ké ho
dang ¢ nha hay ¢ cong ty.

PHAN 3: GIAI PHAU CAC "BAI MIN" KIEN TRUC VA
CACH KHAC PHUC (TROUBLESHOOTING)

Trong qué trinh trién khai, GSA Client c6 thé gap nhing 15i kién tric rat sau & ting Kernel. Dudi
day 1a cac "bénh kinh dién" va giai phap xu 1y.

1. L8i Vong Lip dinh tuyén DNS (Ouroboros DNS Loop)

Hién twong: GSA Client lién tuc bao Disconnected, mang LAN chap chon, phan giai tén mién
chét cing du ping IP cong cong (8.8.8.8) van sdng. Nguyén nhéan: Khi ban cdu hinh Quick
Access gom nguyén ddi mang (VD: 192.168.11.0/24), dai nay vo tinh bao trum luén ca IP
ctia may chi DNS ngi bg kiém Connector (VD: 192.168.11.1). Khi may Client h6i DNS
dén con .1, GSA tom léy g61 tin Port 53, ném Ién Cloud, Cloud ném vé Connector .1,
Connector lai di hoi chinh n6 -> Vong lap vo tan gy sap hé thong.

Giai phap (K§ thuat duc 16 Port 53):

e Trong cu hinh Network Segments ctia Quick Access, thay vi dé Port trong (bat tét ca),
hay tao 2 Rule dé ngoai trir Port 53:
o Rule I: Destination 192.168.11.0/24 | Ports: 1-52 | TCP, UDP



o Rule 2: Destination 192.168.11.0/24 | Ports: 54-65535 | TCP, UDP
e Hé qua: GSA sé& bo qua ludng DNS. Goi tin DNS di thang qua Card mang vat 1y, giai
quyét triét dé vong lap.

2. Intelligent Local Access (ILA) va Hién twgng Tromboning

Hién twong: Ngudi dung mang may tinh 1én vin phong cim cap LAN, truy cap Server ndi bo,
nhung thay cham. M log Traffic 1én thay géi tin vAn bi gan nhan Action: Tunnel. Pang 18 &
LAN thi goi tin phai di thang qua Switch (Bypass). Hién tuong niy goi 1a Tromboning (Mang
chay vong 1én may r6i vong vé&). Nguyén nhan: Tinh ning ILA (Tyu dong nhan dién mang noi
b) bi thit bai trong bai test ngam. Mdi vai phut, ILA giri truy van DNS héi tén mién goc (VD:
company.local) dén DNS Server ndi bd. Néu DNS Server tra vé 16i hodc tra vé IP khong khép
dai mang di cau hinh trén Portal, ILA két luan: "Pang & Internet" va ép vao Tunnel.

Giai phap:

e Truy cap mdy chu DNS ndi bg.

e Tao mdt Record A cho khoang trong (Tén mién gbc / Root Domain), tré vé IP ciia may
chu DNS.

e Khoi dong lai GSA Client, kiém tra log Advanced Diagnostics -> Forwarding
Profile -> Private network definitions.Néu thiy cap nhat du thong so, ILA
s& hoat dong lai, ludng mang s& hién thi Action: Local Access (Bypass Tunnel hoan
toan).

3. Bi an tang hinh cia File Share (SMB - PID 4)

Hién twgng: Nguoi dung truy cap File Share (Port 445) thanh cong, nhung m¢ Traffic Log cua
GSA Client khong hé thay bat ky ban ghi nao. Nguyén nhén: Giao thirc SMB trong Windows
khong chay boi tmg dung binh thuong (User-Mode), mé chay boi Trinh diéu khién Kernel
(mrxsmb. sys) dudi quyén tién trinh hé thong tbi cao: System (Process ID 4). B¢ tranh gdy man
hinh xanh (BSOD) hoic pha v& Kerberos, Microsoft thiét ké GSA tuyét ddi bypass moi luong
giao thong tir PID 4 khi & mang LAN. Do d6, goi tin di thang mang vat 1y va khong bi ghi log.
(Tuy nhién, néu & ngoai Internet, co ché Fallback s& bt goi tin ndy va day vao ham, luc d6 log s&
xuat hién tén Process 1a <unknown>).

4. Xung dot xac thuc NLA cia RDP trong mang LAN

Hién twgng: O ngoai Internet thi RDP vao Server ndi bd binh thuong. Vé vin phong (trong
LAN), RDP bang FQDN lai bi béo 15i khong thé két ndi. Nguyén nhéan: Khi & LAN, ILA kich
hoat, GSA déng vai trd 1am Local Proxy. Khi RDP (yéu cau Network Level Authentication -



NLA cao ngit nghéo bang Kerberos) di qua Local Proxy bang IP a0, NLA phat hién sy bat
thuong (SPN Mismatch) va ty dong chit dirt két ndi dé chdng tin cong Man-in-the-Middle. Best
Practice:

e Ngoai mang (Internet): Luon dung FQDN dé GSA bit vao Tunnel.

e Noi mang (LAN): Yéu cau nguoi ding RDP bang IP that hoic Tén ngin (Shortname).
GSA sé khong nhan dién dugce dinh dang nay, bo qua danh chan, giip RDP va Kerberos
hoat dong muot ma.

PHAN 4: BAO MAT NANG CAO VA CONDITIONAL
ACCESS

ZTNA khong chi 1a két ndi, n6 12 Pinh danh (Identity). Moi két ndi déu phai di qua bo loc
Conditional Access (CA) cua Entra ID.

1. Vé VIP (PRT) va Trai nghiém Xac thwe Ngam (SSO)

Nhiéu Admin ngac nhién khi ciu hinh CA Policy yéu cau MFA (Xéc thuc da yéu t6) khi m&
RDP, nhung md RDP lai vao thang ma khong hién popup MFA.

e Bin chit: GSA Client giao tiép ngdm v¢i Cloud. N6 1y Primary Refresh Token
(PRT) - chiéc vé VIP duoc cap khi nguoi dung dang nhap Windows/M365 - giri 1én
Entra ID.

e Néu trong PRT d4 c6 sin Claim MFA = Satisfied (di timg MFA trong ngay), Entra
ID s& danh gia 1a Pass va cdp quyén Silent Authentication (Xéac thyc ngam). Diéu nay
mang lai trai nghiém SSO tuyét voi.

2. Ep buoc MFA hién thi (Force Re-authentication)
Néu quy dinh cong ty bat budc hé md Server Ké toan 1a phai rat dién thoai ra bAm MFA:

e Vao Conditional Access Policy > muc Session.

e Bit Sign-in frequency va c4u hinh Every time (hoic 1 Hours).

e Lic nay, PRT cii s& bi tir chdi, GSA Client s& goi OS Broker cia Windows bat Popup ép
nguoi dung nhap MFA.

3. Sw bat ddng trinh duyét: Edge vs. Chrome

Khi set CA Policy Sign-in frequency: Every time:



Microsoft Edge: Tuan thu 100%, hién popup MFA. Ly do: Edge tich hop sau voi
Windows Web Account Manager (WAM).

Google Chrome: Vuot rao vao thang khong can MFA. Ly do: Chrome chay Sandbox, c¢6
Cookie Jar riéng, ddy Session Cookie cii 1én Cloud va Cloud chép nhan vi Chrome khong
giao tiép duoc voi WAM dé gui co bét budc xac thuc lai.

Giai phap (Bit budc cho Doanh nghiép): Yéu cau cai dit Extension "Microsoft Single
Sign On" (Windows 10 Accounts) trén tit ca trinh duyét Chrome ctia cong ty.
Extension ndy lam ciu ndi giita Chrome va Windows WAM, ép Chrome tuan thu tuyét
dbi 1énh hién thi MFA cua Conditional Access.

PHAN 5: LOI KHUYEN & BEST PRACTICES THUC
CHIEN

1.

Don sach VPN cii (WFP Conflict): Khong bao gio cai dat GSA Client trén may tinh
dang chay cac phan mém VPN truyén thong (OpenVPN, WireGuard, FortiClient...). Hai
bén sé& tranh gianh mang loc WFP & nhan hé diéu hanh, din t6i xung dot dinh tuyén va
man hinh xanh (BSOD). Ba dung ZTNA thi phai g& sach VPN cil.

Piém yéu ciia giao thirc UDP: Entra Private Access hién tai 13 bac thay vé TCP, nhung
hd trg UDP con han ché (chi1 yéu 1a Port 53 DNS va 443 QUIC). Néu doanh nghiép ¢
cac ing dung Legacy dung UDP dic thu (Voice IP chuyén biét, truyén phat Video), can
can nhéc k¥ vi GSA c¢6 thé Drop cac ludng UDP nay.

. Bat Source IP Restoration: Mac dinh I[IS/Web Server ndi bd sé théy moi truy cap déu

dén tir IP ctia may Connector (VD: 192.168.11.1), gay kho khin cho viéc Audit. Hay
vao Global Secure Access -> Global settings -> Session management, bat Source IP
restoration. GSA sé& boc IP WAN that ctiia nguoi dung vao bién X-Forwarded-For.
Sau d6, thém truong nay vao log cua IIS, Server s& doc duoc chinh xac IP gc tir xa ctia
nguoi dung.

Tan dung Web Content Filtering: Néu ¢ mua b License, hiy bat ludn Internet Access
Profile. Str dung tinh ning Secure Web Gateway dé chin cac trang Web den, mang xa
héi, hodc ma doc. Mang loc nay s€ chan ¢ muc Endpoint bét ké nhan vién dang ngé)i o
van phong hay quén cafe, thay thé hoan toan nhu cau mua cac bo Firewall vat 1y dit tién
dé loc Web.

Tai lieu dwoc duc ket tir qua trinh nghién cwru, trién khai thuc chién va chan dodn sdu o cap do

hé thong. Muc tiéu cot 16i ciia Microsoft Entra Private Access khong chi la thong mang, ma la

thay doi hoan toan tw duy thiét ké chu vi bao mdt: "Xdc thiee moi thir, Khéng tin tuong bat ky ai"
(Never Trust, Always Verify).
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